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Highlights
• 100% safety via isolation – Stops the
never-ending search for risky content
• Seamless end-user experience – Safely
empowers the digital workforce with a
native user experience
• Cloud simplicity and scale – Reduces
security complexity and increases scale
by eliminating end-point software and
outdated appliances

Eliminate malware from web content
and documents
Today, a user’s device can be infected by malware simply by
navigating to a website or by downloading a document. Any
website can potentially serve malware—even those considered
‘safe’ such as respected news and popular entertainment sites.
Conventional threat prevention products attempt to distinguish between
‘good’ and ‘bad’ content, and then implement policies intended to allow
the good content and block the bad. This approach to threat prevention
has failed as malware developers have proven time and again that they
can circumvent any technology designed to detect their activity.
A new solution is required.

The Solution: Isolation
A new model for security based on isolation technology avoids
distinguishing between legitimate content and malware. Isolation inserts
a secure, trusted execution environment, or isolation platform, between
the user and potential sources of attacks. By executing user sessions away
from the endpoint and delivering only safe rendering information to user
devices, users are protected from malware and malicious activity.

Conventional Threat Prevention Model
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Qualities of an
Enterprise-Class
Isolation Platform
A state-of-the-art enterprise-class isolation
solution will:
• Stop malicious web content, documents
and phishing attacks
• Deploy quickly and easily—no appliances
or endpoint software
• Preserve native user experience with no
noticeable latency
• Work with any device, OS or browser (no
custom browsers)
• Be available as a public cloud service as
well as via virtual appliances
• Integrate with existing security systems
(e.g., web security gateways)
• Reduce administrative burden of policy
exceptions
• Generate zero false positives or negatives
• Provide privacy, controls extensive
visibility and forensics

The Menlo Security Isolation Platform
(MSIP)
Menlo Security delivers on the promise of isolation security without
compromising the user experience or placing a significant burden on IT
staff. By leveraging patent-pending virtualization and Adaptive Clientless
RenderingTM (ACR) technologies, MSIP enables enterprise-wide deployment
of isolation security without the need to deploy or manage endpoint
software, dramatically reducing risks while opening up more of the Internet.
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Key Features and Benefits
100% Safety via Isolation
• Eliminates malware through isolation – User sessions are
executed in Disposable Virtual Containers (DVCs) within
the MSIP. All content—including any malware—is disposed
along with its container by the platform each time a user
completes the session. There’s no chance for malware to
escape and infect the user’s endpoint. As a result, there
are no false positives that block legitimate content and
generate alerts, or false negatives that allow malware to
reach its target.
• Disarms weaponized documents – The MSIP can
eliminate risks from weaponized documents (.pdf, .doc,
.xls, .ppt) by isolating them in the platform. Administrators
can optionally allow users to download ‘safe’ PDF versions
of rendered documents (with all active content removed)
and can also allow download of original documents for
designated users.
• Protects endpoints from Flash – Potentially harmful
content such as Flash is executed within the platform,
delivering a high-fidelity experience to the user without
delivering any active content that can infect the endpoint.
Administrators can remove Flash from user’s browsers
but still allow access to Flash content without the risk
of malware.

Seamless End-user Experience
• Provides a native user experience – Adaptive Clientless
Rendering™ (ACR) technology delivers a user experience
that is effectively indistinguishable from browsing the web
directly, with no noticeable latency or impact to browser
functionality such as cut and paste or printing. There is
no pixilation, choppy scrolling or other visual artifacts
common with ‘screen-scraping’ technologies like VDI. ACR
uses the optimal encoding mechanism for each type of
content, and delivers it securely to the user’s device using
industry-standard rendering elements that are compatible
with any device, browser or OS.

• Supports popular document types – The Document
Isolation Service supports the most popular document
types that users rely to perform their jobs, including
PDF and Microsoft Office formats for Word, Excel and
PowerPoint.
• Reduces the number of web reclassification requests –
Today’s digital workforce relies heavily on web content and
applications. As IT organizations clamp down on web access
in an attempt to reduce malware risks, employees are finding
themselves shut off from legitimate business-critical sites that
have been classified as malicious. The result is an increase in
costly reclassification requests to the help desk. With MSIP,
workers are free to access all the web apps and content
they require to be successful, hence there is no need to
reclassify sites.
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About Menlo Security

Cloud Simplicity and Scale

Menlo Security is making it safe to click
via isolation, protecting organizations
from cyber attack by eliminating the
threat of malware from web and email.
Menlo Security’s Isolation Platform
(MSIP) isolates all active content in the
cloud, enabling users to safely interact
with websites, links and documents
online without compromising security.

• Deploys quickly and easily (without appliances or endpoint software) –
MSIP is a cloud-based solution that reduces security complexity and
costs by eliminating end-point software and outdated appliances. It can
be turned on in minutes and simplifies operations by eliminating alert
fatigue with zero false positives and negatives. And because it’s cloudbased, MSIP can scale to meet the demands of small to global enterprises.

Menlo Security is trusted by some of the
world’s largest enterprises, including
Fortune 500 companies and financial
services institutions. The company was
founded by security industry veterans, in
collaboration with acclaimed
researchers from the University of
California, Berkeley. Backed by General
Catalyst, Sutter Hill Ventures and Osage
University Partners, Menlo Security is
headquartered in Menlo Park, California.

For more information,
visit menlosecurity.com.

• Integrates with existing security systems (e.g., web security gateways),
mail systems and single sign-on – User traffic can be directed through
the MSIP by configuring user browsers with proxy auto-configuration
(PAC), provisioned automatically via Microsoft Active Directory (AD) or
other device management systems. Alternatively, traffic can be routed
using the integration capabilities of existing web proxy systems. The
MSIP also integrates with AD to provide single sign-on, and supports
SAML to integrate with popular cloud identity providers like Centrify,
Okta, OneLogin and PingIdentity.
• Enables robust forensics and reporting – Administrators can view
logging data and reports directly within the MSIP administrative portal
as well as export the data to their SIEM and operational management
systems. The portal provides rich reporting including activity by user
and web category, browsing activity to sites with known vulnerabilities,
threats averted and more.
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